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ABSTRACT

 The technology of digital watermarking has quickly become
a respected concept for the solution of the copyright
protection problems in the emerging global digital network.
Content creators and vendors are increasingly aware of the
pressing issues involved in protecting their intellectual
property rights – which are crucial in establishing viable
business models.
However, the author deems it necessary that the technical and
practical limitations of this technology be shown so that all
parties involved are endowed with a more realistic
understanding of the capabilities of digital watermarking, the
current limitations of the technology, as well as the limits of
security that are achievable under realistic assumptions and
the architectural restrictions deriving from this.

1. INTRODUCTION TO DIGITAL WATERMARKS

Digital watermarks are descendants of the ancient technology
of steganography which has gained new important applications
with the rise of digital data representation and automated
techniques for data hiding in digital multimedia data (see [23]
for a historical perspective, [47] for a general high-level
introduction and the excellent bibliography [4] for further
reading and new papers; much of the recent interest in
watermarking and steganography was kindled by the Info
Hiding Workshop in 1996[2]).
Digital watermarks are an extension of steganography in that
they impose an additional robustness criterion on the
embedded information, i.e. the watermark must be difficult or
impossible to remove without noticeably degrading the original
data and survive modifications that do not significantly
degrade the quality of the data. At the same time the watermark
must be imperceptible to all but the most discerning observers
yet it must also be easily detectable by proper authorities, if at
all possible without knowledge of the original data.
Various techniques have been suggested for steganographic
and watermarking purposes – particularly for image data –
ranging from simple modifications in the spatial domain
[45,28] over DCT constraints and [25,26,49,41,14] to fractal
compression schemes[39]. Besides images, models have been
proposed for structured textual data[10,29], audio
signals[44,9,19] and even 3D modeling data [32].
It should be noted that the difficulties and at the same time
scientific challenges arise mainly from contradictory
requirements imposed on digital watermarks. A common
operation performed on multimedia data due to their
redundancy is lossy compression; such algorithms are designed

so that data imperceptible to humans is removed[22,46,21,33].
This caused Cox et al.[14] to postulate the requirement that
watermarks need to be placed in perceptually significant
portions of the data so that they will survive such compressions
– in direct contradiction to the original requirements stated
above. This conundrum is further deepened by the need for the
watermark to be embedded in such a way as to be
indistinguishable from normal background noise since
otherwise it might be possible to derive the original data from
the watermarked.

Digital watermarking applications and their requirements
Digital watermarking can be used for a variety of purposes; the
original thrust of the body of literature as well as that of
commercialization is in the area of copyright protection. Other
possible applications include embedding hidden annotations
and authentication of data and documents; the use of
watermarks as a covert communications channel in situations
where cryptography is not permissible and robustness is also an
issue. Each of these applications has different requirements
(e.g. higher than usual amount of embeddable data for hidden
annotations as opposed to a high degree of robustness for
limited data amounts in the case of copyright protection.

2. CONVENTIONAL THREATS TO DIGITAL
WATERMARKS

The following discussion concentrates on the field of image
watermarks used for copyright protection. This is largely due to
the overwhelming majority of watermarking schemes being
available for images and the already established commercial
utilization of watermarks for intellectual property protection by
such companies as MediaSec, Digimarc, and Highwater
Signum.
Conventional threats to digital watermarks as may occur in
innocent image manipulation include among others lossy
compression (e.g. JPEG), cropping, color variations, rotations
and local changes to the image (e.g. blackening out a logo).
Current systems are highly resilient against lossy compression
such as according to the JPEG standard and slight
modifications introduced in common image editing processes
as may be found in both the traditional paper and web-based
publishing industries (the photo in Figure 1 shows an original
image (an image of a wolf scanned at a resolution of
1152x900); the photo in Figure 2 shows the same image after
being watermarked and compressed by 90%; the watermark
can still be recovered with a certainty of 99.999% even with
posterization of full 8x8 pixel blocks that are plainly visible).
Certain watermarks such as those produced by SysCoP[51]
even survive the distortions found after printing and re-
scanning digital images. Most systems survive modifications
such as Gaussian blur, cropping, gamma correction, greyscale



conversion, hue changes, noise addition, rotations, changes in
color saturation and scaling fairly well, even if noticeable
changes and degradations are introduced into the image. From
this it appears that at least the primary requirements for
successful applications of digital watermarks are met by current
systems, i.e. unlawful use of intellectual property is detectable
even after modifications have taken place. While that much is
true and is promoted by the watermarking companies, there are
still a number of problems and issues to be resolved before this
research area can be considered closed. However, the current
systems reach their limits when confronted with a well-chosen
blend of such image modifications (which has to be determined
by experiments for each individual image).

Some limitations of steganographic technologies (and, more
specifically, watermarking systems) are discussed in [5,18] The
main issues to be considered are the constraints imposed by the
imperceptability requirement (since such images are supposed
to be sold for commercial purposes, degrading their quality
would significantly affect the market value of any such
images), the need for the embedded signal to be sufficiently
indistinguishable from random noise (since otherwise it would
at least be possible to find and correlate statistically significant
signatures in a spectral analysis of the image, providing a
powerful tool for the removal of the watermark), leading
among others to the spread-spectrum approach[14,15] to
digital watermarking. At the time of this writing it appears
unlikely that a totally robust watermarking system resilient to
all but the most egregious modifications can be constructed.
The abovementioned combination attacks on digital
watermarks of images can to some degree be automated;
examples of such programs are StirMark[27] which uses a
combination of stretching, shearing, shifting, and rotating the
watermarked image followed by interpolating the new pixel
values and introducing minor errors, and UnZign [6] (no
information were available on the techniques used in the
UnZign process). Both systems have some success in making
the embedded watermarks unreadable - yet at the cost of
introducing visible artifacts into images (these are more
pronounced in the case of UnZign). A properly calibrated
digital watermark containing highly robust (but limited)
copyright information does stand a good chance of surviving

such attacks. For a more detailed discussion of possible
automated attacks see for example [34].

3. UNFAIR ATTACKS

Attacks on fortresses have often succeeded not because
fortifications were not designed strong enough or because the
masonry was executed badly, but rather because of something
the fortress builder had not taken into consideration. A similar
situation is present in any case where digital data is to be
protected and one cannot rely on cryptography alone to provide
security. Even if the ciphers used are in themselves correct and
secure, there are a multitude of systems that have failed the test
of time because of failures in protocol and implementation.
While section 2 has concentrated on the strength of the actual
watermarking mechanism, this section is concerned mainly
with protocol attacks (specifically, attacks against copyright
protection mechanisms and the consequences for the creation
of secure digital watermarking systems.

One of the earliest proposals for attacks on copyright
protection watermarking systems (although predated by a
report from NEC[42], presenting attacks on watermarks based
on sample differences) was discussed in [16], this has become
known as the „IBM attack“. In it the authors propose an attack
based on the creation of counterfeit originals, relying on the
invertibility of some watermarking schemes. Besides the
proposition made in [16] to use a non-invertible watermarking
scheme, another obvious solution is the use of time stamps.
The former method – while in itself an useful characteristic of a
watermarking scheme – still must be considered only a
plausible conjecture.
Opportunities for attacking watermarking schemes also arise
from the way the watermarking is used. Consider the
application of publicly readable watermarks for the
identification of the intellectual rights holder (each watermark
contains an identification number which can be resolved into
contact information when sending this number to a
clearinghouse database); this is the model pursued by some
commercial watermarking applications (e.g. Digimarc’s
PictureMarc, Highwater Signum’s SureSign). While the

Figure 1: Original image

Figure 2: Watermarked image after 90% compression



watermarks embedded by these products are remarkably robust
(which in part is due to the fact that the volume of data is very
small), there are other ways besides those discussed in [27].
While that approach is ignorant of the algorithms used in the
watermarking software (and is therefore applicable to almost
every watermarking software), there may be ways to overcome
this particular class of watermarks. The algorithms used to
embed the actual watermarks are kept secret – but since they
are symmetrical (i.e. the same technique is used for embedding
and retrieving the watermarks) and the retrieval software is
distributed freely by a number of graphics software vendors
and also by the companies themselves, it will ultimately reach
the hands of determined adversaries. Disassembling and
reverse-engineering software is – while prohibited by licensing
agreements in some cases and also a relatively uncommon skill
– very much a fact of the security software industry and can be
used to find out and understand the no longer secret algorithm.
That knowledge of the algorithm can – in the vast majority of
cases where there is natural noise in the image such as
photographs and related artwork – be used to create another
image, interpolating the data modified by the watermarking
algorithm (this was also suggested by [18]) and removing any
tell-tale modifications performed by the algorithm (such as
modifications only in places where a watermark would have
left traces) while retaining the image quality. Such images
cannot be discerned quality-wise from the originals, even
though it will most likely differ from them. The situation in the
case where no natural noise is present (i.e. computer-generated
imagery) requires a slightly different approach but has an even
greater chance of recreating the original. After identifying the
modifications performed on such imagery (which are
notoriously difficult to perform without visibly degrading the
image in the first place) one can use patches of unmodified
portions of the image or recreate gradients found elsewhere to
paste over modifications in the image. Alterations in the
geometry of the image can also be detected.
If one wishes to further confuse the situation, such an image
can then be used to embed one’s own digital watermark
(obviously using the same algorithm which is usually image-
dependent is best for this purpose). A proof of ownership in
this case is close to impossible.
Does this mean that digital watermarking is obsolete before it
has achieved the breakthrough predicted by many experts[7]?
Not necessarily. The true implications of this are that one needs
to take a careful look at the infrastructure used for digital
watermarking and the resolution of ownership rights questions
so as to thwart potential attacks.
First, one must assume the algorithms used for watermarking to
be common knowledge. Violating Kerckhoffs’ principles[24]
has cost cryptographers dearly in the past and would
undoubtedly also hurt the vendors and users of digital
watermarking systems.
Starting from this assumption one is faced with the need both
providing a watermark readable by users (while this can also be
achieved using a label attached to an image, a solution based
on digital watermarks has the distinct advantage of being
retained even when the data representation is changed or
slightly modified, giving potential users more freedom to use
the data to suit their needs) and one readable only by the
creator with a publicly available software package. It is
important to note that the public watermark can ultimately be
removed given the current technology and foreseeable
developments in the field.

Kerckhoff stated that the security of a cryptographic system
should depend only on the key itself. That is also the case with
secret digital watermarks. To briefly sum up the requirements
imposed on a watermarking scheme, it should be dependent on
the data being watermarked, on a secret key known only to the
watermarker (and possibly trusted third parties) and be
indistinguishable from random noise found in a spectral
analysis of the data[14,15]. Obviously the scheme should also
meet essential robustness criteria[26].
The problem of duplicate creation should also be addressed
conservatively. Depositing the results of a one-way hash
function on the original data along with the secret key used to
watermark the image, possibly protected by a secret-sharing
scheme [43,40]) with a trusted third party (TTP) which is
required to perform a digital signature upon the data in
conjunction with a time stamp once a watermarking user
submits a data obviates the IBM attack as well as the one
outlined above. If the legitimate owner of the watermarked
work has identified one of his creations in the possession of a
third party with which no licensing agreement exists (in most
cases by means of the public watermark), he can prove his
legitimate claim of ownership by asking the TTP to verify the
secret watermark (after doing so himself to ensure that no false
accusations are raised). Claims by the holder of the counterfeit
that the disputed data are in fact original data can be refuted by
referring to the time stamp of the original submission of the
claimant although it should be noted that there is a small grey
area when it comes to images that have been altered
significantly – whether such modified images constitute
original art is certainly beyond the scope of a watermarking
algorithm.

4. CHALLENGES TO DIGITAL WATERMARKS AS
EVIDENCE

Proving a negative

So far the discussion of watermarking systems has concentrated
on proving that an image originated from a given source, it is
conceivable that the opposite will be necessary at some
point[50]. One scenario results from the concern that image
processing has advanced sufficiently that image manipulations
that introduce different semantics are almost indistinguishable.
That, combined with a trend towards the use of digital
technology in all stages from cameras to electronic distribution
presents a grave danger to the notion of photographic evidence
in courts of law. Unprotected digital imagery can be used to
prove anything, leading to the consequence that any such
evidence must be banned and courts are once again to rely on
witnesses only. Such a situation is clearly unacceptable.
One possible approach to this problem is to embed digital
watermarking at the acquisition stage (i.e. digital cameras and
audio recording equipment) directly in hardware. This is to
ensure that only data which has not been tampered with
significantly can be identified as original photographs and
audio recordings. Since one of objectives here is to prevent
fabrication of evidence, the photographer or the person
recording audio data cannot be presumed trustworthy in this
scenario.
It is therefore necessary to embed the secret key used in
watermarking the digital data (as discussed in section 3)



directly and without the possibility for retrieval in the hardware
used for creating the data. This is well within the capabilities of
the technology and should impose no significant cost overhead
except possibly for the need to make each recording device
unique. The information making each device unique constitutes
the secret key and must be known only to a trusted third party
(to alleviate privacy concerns the use of a secret sharing
scheme in which a customer is given a required datum for the
identification process can once again be considered). If a
dispute over the authenticity and source of an image arises, the
TTP can easily identify the device used to create the data as
well as ensure that no significant alterations of the image have
taken place. (For an introduction to tamper-proof systems, see
for example [20,13,48]).
This does by no means constitute a perfect scheme [3], but
should serve to thwart all but the most determined attackers.
This situation should be seen in the context of other types of
evidence commonly accepted in courts of law all over the
world. None of these types of evidence is in itself invulnerable
to tampering and fabrication, yet the knowledge that such
actions are beyond the reach of the vast majority of presumed
perpetrators is considered sufficient.

Collusion attacks

Another possible threat to digital watermarking schemes arises
when the same data (the following discussion is - without loss
of generality - based on images) is watermarked multiple times
and then distributed. This scenario is quite common when the
goal is to link an image to a particular licensee and to identify
the particular person once a breach of a licensing agreement
occurred.
This method of identifying perpetrators has a high price in the
form of a class of attacks known as collusion attacks.
Collusion attacks by definition cannot occur when only a
single watermarked copy of an image is ever distributed and
the original image is kept secret. The price for this is that only
illegal users can be found and prosecuted while counterfeiters
selling the images as their own cannot be traced.
There are a number of protocols that have been proposed to
allow the distribution of multiple differently signed copies of
watermarked images [12,8,37,38,35,36]. While these research
papers provide a solution to the problem of collusion attacks,
there are several problems involved which preclude these
schemes from widespread use and applicability. First among
them is an assumption that is common to all schemes proposed
so far called the Marking Assumption, first proposed in [8]. It
states that The main property the marks should satisfy is that
users can not change the state of an undetected mark without
rendering the object useless.
Obviously, given the limits of digital watermarks of today and
the foreseeable future this assumption cannot hold for real
watermarking schemes.
A second problem involving such codes is that for acceptable
security given a larger distribution scale (for a maximum of c
traitors out of  N given an error probability ε), the size of the
codewords to be embedded into the digital watermarks are

O c
N

( log( ))4

ε
 [8]. Embedding such volumes of data is

certainly a hard problem in any case but should prove

extremely difficult when coupled with the need to satisfy the
Marking Assumption since such markings need to be highly
robust and therefore redundant. Therefore, sadly, unless
significantly better algorithms can be found, traitor tracing is of
academic interest only.
This leads to the conclusion that the desirable feature of tracing
individuals that have breached licensing agreements by
technical means is as of yet not feasible to implement in
watermarking schemes. To achieve a functional equivalent one
is forced to resort to organizational means as well as elaborate
licensing agreements. It also means that the only safe
watermarking systems are those where only one single
watermarked copy is released and the unwatermarked copy is
kept safe.

Signal processing collusion
Otherwise collusion attacks (with the modified meaning that it
is not the intention of the traitors to create marked copies that
cannot be traced to an individual but rather to create copies
that are indistinguishable in terms of quality from the original
image) are feasible. One such collusion attack is outlined
below.
The idea behind the attack is that digital watermarks can
usually be interpreted as noise over a spread spectrum (usually
after some appropriate transformations such as a DCT [1],
wavelet transform [11,17] or FFT [30,31] have been
performed). If multiple watermarked images or other data,
again, assuming images without loss of generality, (NB not
multiple watermarks within the same image — this is perfectly
acceptable) exist and a number of traitors conspire by
combining their images, this will result in an image of a quality
deemed acceptable for general distribution by the owner of the
original image. The spread-spectrum noise embedded by the
digital watermark has a certain energy that is deemed an
acceptable degradation of the image quality by the creator of
the digital watermark. Since the noise can, by most
watermarking system definitions, reside anywhere within a
predetermined frequency band, it must be presumed that
adding noise energy anywhere within this frequency band
while retaining the original noise energy will also result in an
acceptable quality signal.
One can easily see that by averaging the signals that represents
the different copies of the image one obtains a combined signal
in which for a sufficient number of watermarked images the
watermarking noise is effectively cancelled and the original
image (with a smaller amount of noise present than in any of
the watermarked images) will emerge. This effectively defeats
individual watermarking schemes proposed for use tracking,
although it does not necessarily affect a watermark common to
all distributed copies which may still be used to track illicit use
of the digital data.

5. CONCLUSION

This paper has attempted to present the challenges faced by
digital watermarking technology when entering the application
domains envisioned for it. While much progress has been made
in recent years in terms of the achievable robustness of
embedded watermarks and their perceptability, dedicated
attackers can still outmaneuver these algorithms in most cases,
even if doing so requires manual intervention.



At the same time it should have become clear that possible
attacks impose certain restrictions on every watermarking
algorithm; in particular, the notion that one can uniquely
identify the purchaser of digital content (and therefore
prosecute that particular user along with unlicensed users in
case illegal use is detected) must be given up since even a
small collusion (depending on the quality and robustness of the
watermark) can create fraudulent data by combining differently
watermarked copies.
Similarly, the introduction of a Trusted Third Party that serves
as a clearinghouse for watermarked data and a timestamping
service for content providers is virtually inevitable for
reasonably secure systems since only timestamping can
provably be used to counter the „IBM attack“[16]; at the same
time a TTP is required in case digital watermarks do not work
as a deterrent alone but their existence in an illegal copy must
actually be proven in a court of law.
Finally, for digital watermarking to be useful in the
authentication of original imagery and audio recordings, an
infrastructure and set of standards for digital watermarks and
their tamper-proof embedding into recording devices and
cameras needs to be created. Only the creation of such an
architecture effectively ensures the continued viability of
digitally stored and processed environmental data as evidence.
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